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Abstract

This paper describes the development of an algorithm for verification of signatures written on a
touch-sensitive pad.

The signature verification algorithm is based on an artificial neural network. The novel network
presented here, called a “siamese” time delay neural network, consists of two identical networks
Joined at their output. During trai.ning the network learns to measure the similarity between pairs of
signatures. When used for verification, ouly one half of the Siamese network is evaluated. The output
of this half network is the feature vector for the input signature. Verification consists of comparing this
feature vector with a stored feature vector for the signer. Signatures closer than a chosen threshold
to this stored representation are accepted, all other signatures are rejected as forgeries.

System performance is illustrated with experiments performed in the laboratory.
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1 Introduction

NCR, a division of AT&T, has been developing signature capture devices. These are touch-sensitive pads
which provide positional coordinates as a function of time for a pen moving over the unit’s writing surface.
NCR plans to use these devices to automate credit-card transactions. The device will be sited at the
point of sale and used, instead of credit-card slips a;ld carbon copies, to electronically record signatures.
Information from the transaction, such as the amount of the purchase and the person’s signature, can be
kept in an electronic file.

When a signature is electronically captured it could also be automatically verified, therefore, as part
of this automation process NCR also wishes to provide signature verification. Credit card companies
have large losses due to fraud. (The credit card companies, Mastercard and Visa combined, lost $450
million dollars in 1991, 7.7% of their pretax profits. Their major losses came from late/ non-.payment and
bankruptcies, which totalled $7.92 billion [1]). Signature verification can provide a method to check on

the identity of the signer and hence help to reduce these losses.

The aim of the project reported here was to make a signature verification system based on the NCR,

5990 Signature Capture Device and to use 80 bytes or less for signature feature storage in order that the
features can be stored on the magnetic strip of a credit-card. Verification using a digitizer such as the

5990, which generates spatial coordinates as a function of time, is known as dynamic verification.

1.1 NCR Requirements

Signature verification works by comparing a sample signature signed on a 5990 Signature Capture Device
with a model of that person’s signature. This model may be stored in a local file, on a credit card or
SMART card, or in a central database.

NCR specified a number of requirements that the signature verification algorithm must fulfill:

.-® 99.5% of genuine signatures must be accepted while detecting 80% of forged signatures.

o The algorithm should be tunable so that the ratio of the percentage of genuines accepted to forgeries -
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